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1. Aims, Scope and Principles 

This policy aims to set and maintain standards of conduct that all Governors are expected to follow.  

By creating this policy, Prince Henry’s High School (Prince Henry’s/the school) aims to ensure that Governors 
carry out their role with honesty and integrity, and helps ensure the school is an environment where everyone 
is safe, happy and treated with respect.  

The code is based on the Governance Handbook. It should be read alongside Prince Henry’s constitutional 
documents (eg Articles of Association, Standing Orders and any Scheme of Delegation).  

Failure to follow the Code of Conduct may result in disciplinary action being taken, as set out in the appendix. 

Please note that this Code of Conduct is not exhaustive. If situations arise that are not covered by this code, 
Governors will use their judgement and act in the best interests of the school and its students. 

 

2. The 7 Nolan Principles of Public Life 

Prince Henry’s Governors will follow these principles set out by the government at all times. They apply to 
anyone who holds a public office:  

 Selflessness – Governors will act in the public interest 

 Integrity – Governors will not act or take decisions to gain financial or other material benefits for 
themselves, their families, or their friends. Governors will declare any conflict of interests 

 Objectivity – Governors will act and take decisions impartially, fairly, and on merit. They will use the best 
evidence and avoid discrimination or bias 

 Accountability – Governors understand that they are accountable to the public for our decisions and 
actions. To make sure of this, they will be scrutinised where necessary 

 Openness – Governors will act and take decisions openly and transparently. They will not withhold 
information from the public unless there are clear and lawful reasons for doing so 

 Honesty – Governors will be truthful 

 Leadership – Governors will actively promote and support the above principles and will challenge poor 

behaviour wherever it happens 

 

3. Governors’ Responsibilities 

The three functions of Prince Henry’s Governing Body are to:  

 Ensure clarity of vision, ethos and strategic direction of Prince Henry’s High School   

 Hold executive leaders to account for the educational and financial performance of the school, and the 
performance management of staff 

 Oversee the financial performance of the school and make sure money is well spent 

In order to do this effectively, as individuals Governors will: 

 Understand and respect the distinction between the role and responsibilities of the Governing Body and 
those of the school leaders 

 Set and maintain an ethos of high expectations for everyone in the school community, including in the 
conduct and the professionalism of the Governing Body itself 

 Preserve and develop the character of the school 

 Not undermine fundamental British values, including democracy, the rule of law, individual liberty and 
mutual respect, and tolerance of those with different faiths and beliefs  

 Operate and make decisions in the best interests of students, informed by the views and needs of the 

school’s key stakeholders (students, parents, staff, the local community and the local authority) 

 Follow the school’s policies and procedures, and the procedures of the Governing Body as set out in 

relevant legislation, statutory guidance, and the school’s constitutional documents 

https://www.gov.uk/government/publications/governance-handbook
https://www.gov.uk/government/publications/the-7-principles-of-public-life
https://schoolgovernors.thekeysupport.com/uid/3027b277-ac86-42d2-92df-6ae372423aa7/
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 Take responsibility for Governors’ self-evaluation, regularly reviewing the Governing Body’s performance, 

constitution and skillset 

 Take part in any training or development required to fill any gaps in the skills Governors need for effective 

governance 

 Understand that where responsibility has been delegated, the Governing Body as a whole remains 
accountable and that important decisions relating to core functions will be made by the full Governing 
Body 

 Comply with relevant guidance and legislation and the school’s Funding Agreement that sets out how 

Governors must manage our school’s money, and procure goods and services 

 Act with integrity and transparency when making financial decisions, and understand that Governors’ 

financial management and decision-making will be scrutinised and audited 

 Declare all gifts worth more than £50 and record them on the gifts and hospitality register held in the 

Finance Offices. Governors will not accept bribes 

 Governors will work to actively identify and manage risks to the school 

 

4. Working with Others 

Governors will: 

 Support and strengthen school leadership by providing constructive challenge to leaders, and holding them 
to account  

 Respect the role of school leaders and avoid routine involvement in operational matters  

 Respect each other’s views 

 Work together as a Governing Body to develop effective relationships with stakeholders 

 Engage meaningfully with the communities the Governing Body serves and understand that Governors are 
answerable to these stakeholders  

 Follow the Equality Act 2010, and apply the principles of fairness and equality in everything Governors do 

 

5. Commitment to Governance 

Governors: 

 Will attend all meetings where possible. Where they cannot attend, Governors will explain their valid 
reason and give suitable notice   

 Understand and accept the time and workload commitments of the role 

 Understand that work should be shared among members of the Governing Body and that all Governors are 

expected to take an active role 

 Will prepare ahead of meetings to ensure they make informed contributions 

 Will participate in regular pre-arranged school visits in accordance with school policy 

 Will attend any training or development activity needed to ensure the Governing Body has a wide range of 
skills and expertise 

 

6. Openness and Transparency 

Conflicts of Interest 

To make sure Prince Henry’s Governing Body takes impartial decisions without bias, it will: 

 Publish an up-to-date register of business and pecuniary interests of all Governors including associate 

members 

https://schoolgovernors.thekeysupport.com/uid/9a3157bd-b32a-418d-8363-666ae9a29c61/
https://schoolgovernors.thekeysupport.com/the-governing-body/recruitment-and-competence/training-and-induction/
https://schoolgovernors.thekeysupport.com/uid/c70f7b4d-5792-4ff3-bbbf-d6f2f99241b6/
https://schoolgovernors.thekeysupport.com/uid/a6350b6a-cf1f-4dfc-84bf-7602018c4a3d/
https://schoolgovernors.thekeysupport.com/uid/ab36a2b1-6687-4d17-b0b1-c3b444674d7b/
https://schoolgovernors.thekeysupport.com/the-governing-body/visiting-your-school/
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 Require Governors to declare any potential conflicts of interest at the beginning of each meeting, and 

withdraw from the meeting for the relevant item of business and not vote on the matter   

Publishing Information  

To ensure Prince Henry’s Governing Body is transparent and open to the community it serves, it will make 
certain information publicly available. 

 Governors accept that the following information will be published on the school’s website to ensure 
transparency: 

o The structure and remit of the members, Governors and committees, and the full name of the chair 
of each one   

o For each member Governor who has served at any point over the past 12 months: 

 Their full name  

 Their date of appointment  

 Their term of office (Governors only)  

 The date they stepped down (where applicable)  

 The body that appointed them (Governors only) 

 Their relevant business and pecuniary interests  

 Their attendance record over the last academic year    

 Governors accept that the information about Members and Governors will be published on Get information 
about schools 

 Governors accept that the information about Governors will be published on Companies House 

 Governors accept that the approved Full Governing Body and Committee minutes and any agenda and 
papers considered at a meeting will be made available to any interested person 

 

7. Confidentiality 

In the course of their role, Governors are sometimes privy to sensitive information. Governors will observe 
confidentiality when discussing this information, and will not publicly disclose: 

 Information about sensitive matters  

 Information about named individuals (such as staff, students and their parents) 

 Details of individual Governors’ contributions in meetings or how they may have voted  

Confidential information will never be: 

 Disclosed to anyone without the relevant authority 

 Used to humiliate, embarrass or blackmail others 

 Used for a purpose other than what it was collected and intended for 

Governors’ commitment to confidentiality does not overrule their duty to report child protection concerns to 
the appropriate channel where they believe a child is at risk of harm. 

Governors will continue to observe confidentiality after we have left office. 

Breaches of Confidentiality 

In the event of a breach of confidentiality, Governors will inform the Chair as soon as possible who will 
investigate the matter further. 

Governors understand that if they breach confidentiality, they may be suspended. 

 

 

https://schoolgovernors.thekeysupport.com/uid/15ad3676-c97c-4370-a00e-31edd2544480/
https://schoolgovernors.thekeysupport.com/uid/4d7b7823-332c-48d7-8b08-430b006af5ff/
https://schoolgovernors.thekeysupport.com/uid/4d7b7823-332c-48d7-8b08-430b006af5ff/
https://www.gov.uk/government/organisations/companies-house
https://schoolgovernors.thekeysupport.com/uid/f55766ba-4489-4d10-94c6-48303c26bb57/
https://schoolgovernors.thekeysupport.com/uid/f407e462-a968-4b93-9366-5b0668d775d1/
https://schoolgovernors.thekeysupport.com/uid/f407e462-a968-4b93-9366-5b0668d775d1/
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8. Data Protection 

Governors will follow the school’s information security processes and measures, and Data Protection Policy 
when using, storing, sharing and disposing of personal data. 

Governors’ commitment to data protection does not overrule their duty to report child protection concerns to 
the appropriate channel where they believe a child is at risk of harm. 

Personal Data Breaches 

Governors will inform the school’s Data Protection Officer immediately if they believe that there has been a 
personal data breach. 

 

9. Social Media 

Governors will: 

 Abide by any requirements set out in the school’s Social Media Policy  

Governors will: 

 Uphold the reputation of the school at all times  

 Maintain a professional presence online and carefully consider how they interact with the school 
community  

 Review privacy settings regularly to make sure they are happy with the information about themselves that 
is publicly available  

 Report any incidents of harassment they experience or see towards Governors, to the Chair of Governors 
and the Headteacher   

Governors will not: 

 Accept friend requests from students and not join any private parent groups associated with the school 

 Disclose any information which is confidential or would breach data protection principles 

 Make comments online about any members of the Governing Body or school community 

 Post any inappropriate/offensive language, images or comments on social media that may bring the 

Governing Body or the school into disrepute 

 

10. Monitoring Arrangements 

This Code of Conduct will be reviewed and agreed annually by the Exclusions, Complaints and Conduct 
Committee, upon significant changes to the law, or as needed. It will be ratified by the full Governing Body. 

 

11. Links with Other Policies 

This policy links with our policies on: 

 Safeguarding Children Policy 

 Gifts and hospitality (Bribery Policy)  

 ICT User Policy (Appendix 3) 

 Social Media Policy (Appendix 4) 

 Data Protection Policy 

https://schoolgovernors.thekeysupport.com/uid/f8526f8f-6810-4c86-81bf-c783e671a2a5/
https://schoolgovernors.thekeysupport.com/uid/37ed1359-7621-436b-acf5-09299d4f34fa/
https://schoolgovernors.thekeysupport.com/uid/d52096c0-a2e8-4a55-879b-30477993d218/
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Appendix 1: Breaches of the Code of Conduct  

If Prince Henry’s High School or its Governing Body suspect a Governor has breached the Code of Conduct, the 
following procedure will be followed: 

 The Chair will investigate 

 The Chair will hold a meeting with the Governor to discuss the issue. The Governor can bring a friend to 

the meeting. Another Governor will attend to corroborate any decisions 

 If the situation does not improve, or there is another suspected breach, the Governing Body will take 

action to improve the issue. This may involve: 

o Further meetings with the Chair to reset expectations, based on this Code of Conduct  

o Support, mentoring or training for the Governor 

o Making sure the Governor withdraws from votes connected to any disputes they have been involved 
in 

 If there is no improvement in the Governor’s behaviour, the Exclusions, Complaints and Conduct (ECC) 
Committee of the Governing Body will vote on a motion to suspend them for up to 6 months. This is a last 
resort and will not be used without the above steps being taken, except in exceptional circumstances  

Governors may be suspended if they:  

 Have acted in a way that is inconsistent with the professional ethos of the Governing Body (including failing 
to undertake training appropriate to the role, whether or not directed to do so by the Governing Body) and 

 Have brought, or are likely to bring Prince Henry’s High School or the office of the Governor into disrepute 

‘Bringing the Prince Henry’s High School or the office of the Governor into disrepute’ may include, but is not 
limited to:  

 Speaking out publicly against the school  

 Being disrespectful to members of the school community 

 Behaving inappropriately in a public forum, such as a meeting or on social media 

A Governor may be removed from office where:  

 There have been repeated grounds for suspension 

 There has been serious misconduct. The ECC Committee will determine what counts as serious misconduct 
based on the facts of the case, but it will include any actions that compromise the 7 Principles of Public 
Life, if sufficiently serious  

 They display repeated and serious incompetence 

 They have engaged in conduct aimed at undermining fundamental British values 

 Their actions are significantly detrimental to the effective operation of the Governing Body, or their 

actions interfere with the operational efficiency of the school 
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Appendix 2: Fit & Proper Assessment/Re-assessment 

For Completion by Individual 
 

Name 
 

 

 

Please circle the relevant answers. If you answer yes to any of the questions, please provide 
further details at the end of the questionnaire. 
 

1. Do you have any cautions or convictions? 
 

Yes No 

2. Do you have any spent cautions or convictions? 
 

Yes No 

3. Do you have any caution, criminal record or charges pending? 
 

Yes No 

4. Have you ever had a County Court Judgment (“CCJ”) or other judgment debt? 
 

Yes No 

5. Are you or have you ever been, the subject of any bankruptcy proceedings, or 
proceedings for the sequestration of your estate? 

 

Yes No 

6. Are you in the process of entering or have you ever entered, into an agreement in 
favour of your creditors, for example deed of arrangement or an individual 
voluntary arrangement or a trust deed? 

 

Yes No 

7. Do you have any outstanding financial obligations arising from regulated activities, 
which you have carried on in the past? 

 

Yes No 

8. Are you or have you ever been found guilty of carrying on any unauthorised 
regulated activities or have been investigated for the possible carrying on of 
unauthorised regulated activities? 

 

Yes No 

9. Are you or have you ever been, the subject of an investigation into allegation of 
misconduct or malpractice in connection with any business activity? 

 

Yes No 

10. Have you ever:- 
 

 

a. Been refused entry to, or been dismissed, suspended or requested to resign 
from, any profession, vocation, office or employment, or any fiduciary office or 
position of trust whether or not, remunerated (does not include 
dismissals/suspensions found to be unfair by employment courts or where a 
compromise agreement has been reached) 
 

Yes No 

b. Been refused, restricted in, or had suspended, the right to carry on any trade, 
business or profession for which specific licence, authorisation, registration, 
membership or other permission is required? 

 

Yes No 

c. Been disqualified from acting as a director or a company or from acting in a 
management capacity or conducting the affairs of any company, partnership or 
unincorporated associations? 

Yes No 

d. Been the subject of a disqualification direction under the Companies Act, 
section 59 of the Financial Services Act 1986 or a prohibition order, under 
section 456 of the Financial Services and Markets Act 2000, or received a 
warning notice that such a direction or order be made? 
 

Yes No 

11. In relation to activities regulated by any regulatory body have you or any 
company, partnership or unincorporated association of which you are or have 
been a controller, director, non-executive director, senior manager, partner or 
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company secretary, during your association with that entity and for a period of 3 
years after you have ceased to be associated with it, ever:- 

a. Been refused, had revoked, restricted or terminated, any license, 
authorisation, registration, notification, membership or other permission 
granted by any such body? 
 

Yes No 

b. Been criticised, censured, disciplined, suspended, expelled, fined or been the 
subject of any other disciplinary or intervention action by any such body? 
 

Yes No 

c. Resigned whilst under investigation by, or had been required to resign from, 
any such body? 
 

Yes No 

d. Decided after making an application of any licence, authorisation, 
registration, notification, membership or other permission granted by any 
such body, not to proceed with it? 
 

Yes No 

e. Been the subject of any civil action which has resulted in a finding against 
the candidate or it by a court? 
 

Yes No 

12. Has any company, partnership or unincorporated association of which you are or 
have been a controller, director, non-executive director, senior manager, partner 
or company secretary at any time during your involvement or within one year of 
such involvement:–  

 

a. Been put into liquidation, wound up, ceased trading, had a receiver or 
administrator appointed or entered into any voluntary arrangement with its 
creditors? 
 

Yes No 

b. Been judged by a court liable for any fraud, misfeasance, wrongful trading or 
other misconduct? 
 

Yes No 

c. Been investigated or been involved in an investigation by an inspector 
appointed under companies or any other legislation, or required to produce 
documents to the Secretary of State, or any other authority, under such 
legislation? 
 

Yes No 

d. Been convicted of any criminal offence, censured, disciplined or publicly 
criticised, by any inquiry, by the Takeover panel or any governmental or 
statutory authority or any other regulatory body? 
 

Yes No 

13  Are you aware of any business interests, employment obligations, or any 
relationships, transactions, positions you hold (volunteer or otherwise), or 
circumstances that you believe could contribute to a conflict of interest between Prince 
Henry’s High School and your personal interests, financial or otherwise 

 
If ‘Yes’ please provide details below in 13(a) below : 

 

Yes No 

13(a) I have the following conflict(s) of interest to report 
 
 
 

 

14. Please specify below any other Companies of which you are a Director: 
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Please use this space to give further details to questions you have answered with “Yes” (if this has 
changed from the previous assessment). 
 
 
_________________________________________________________________________ 
 
_________________________________________________________________________ 
 
_________________________________________________________________________ 
 
_________________________________________________________________________ 
 
 
 
Declaration: 
 
I declare that the information given on this form is correct to the best of my knowledge and belief. I 
understand that any false information may disqualify me from association or may lead to the 
termination of my association with Prince Henry’s High School 
 
 
Name (print):  _______________________________ 
 
 
Signature:  _______________________________ 
 
 
Date:  _______________________________ 
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Appendix 3: Protocol for Conducting Virtual Governor Meetings 

During the Coronavirus pandemic, Committee, Full Board and Members meetings of the Prince Henry’s High 
School Academy Trust may be held in person in school, online or using a hybrid of in person and online. 
 

The preferred platform for enabling virtual meetings is Zoom.  Appropriate security features will be enabled to 
ensure that only invitees will be able to access any meeting. 
 
The Clerk to the Governor (supported by a member of the school’s IT team when necessary) will be 
responsible for: 

 Ensuring that all governors have an adequate internet connection to enable them to access meetings 

online; testing that connection and access to the meeting platform; and providing instruction on how to 

access and participate in virtual meetings. 

 Preparing for all meetings in the usual manner, including distributing agenda, minutes and supporting 

papers via governors’ school email addresses and/or the governors’ SharePoint area. 

 Including the secure Zoom invitation link to the meeting within the agenda document or sending it via 

governors’ school email addresses. 

 
Governors will: 

 Endeavour to attend the entire meeting. Logging on and off during the meeting may affect the quorum, 

security and flow of the meeting. 

 Endeavour to attend the meeting with webcam on. This will help to moderate the meeting and take 

minutes.  If this is not possible, the governor may attend via audio only 

 Remain on mute unless they are speaking. 

 Use headphones, where possible, to improve sound quality and help keep the meeting private if other 

people are present at their location.  

 Be mindful of who or what is visible in the background, and avoiding others overhearing their contributions 

to the meeting, particularly if confidential information is being discussed. If possible, they should be in a 

private room where they cannot be overheard. 

 Notify the Clerk in advance of the meeting, or at the start of it, if they know that they will be absent for 

all or part of the meeting.  They should state the reason for being absent or leaving early and, if 

appropriate, the time at which they will join or leave the meeting.  

 
Conducting Meetings 

 The Clerk will take a register of attendees.  Any person attending via audio must state their name to 

confirm they are present. 

 The Clerk will seek permission from governors to record the meeting for the purposes of preparing the 

minutes. The recording will be deleted when the minutes have been approved and signed. 

 The Chair will summarise key discussion points and decisions at each point in the agenda in order to 

facilitate more easily the taking of minutes. 

 A participant in the meeting will indicate they wish to speak by raising their hand or, if they are attending 

via audio, directly address the Chair and state their name. 

 Where a participant loses their Zoom connection during the course of the meeting, they will send a text 

message to the Clerk as quickly as possible, as their absence may affect whether the meeting is quorate. 

The Clerk will re-admit them to the meeting from the Zoom waiting room when their connection has been 

restored. 

 Where a governor declares a conflict of interest prior to or during the meeting, they must withdraw from 

the relevant part of the meeting by leaving the call and waiting in the Zoom waiting room.  The Clerk will 

re-admit them to the meeting at the appropriate time. 

 Where a vote is required, governors will be asked in turn to confirm their decision.   

o The Clerk will record the numbers for and against and state the overall decision.   

o The Clerk will record if a governor has been unable to vote due to an IT connectivity issue 

 
After the meeting 

 The minutes of the meeting may be signed by the Chair by use of their electronic signature or by printing 

off the signature page, signing this and sending a scanned copy to the Clerk 
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March 2021 
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Appendix 4: Internet, E-mail & Data Security Policy for Staff (July 2020) 

 
Introduction 
This policy documents the approach of Prince Henry’s High School towards the acceptable use of its ICT 
hardware and software resources by Staff. It also covers e-mail and Internet use. It is designed to help staff to 
make effective and appropriate use of these resources and is also intended to protect the school from unlawful 
or other misuse of the system by users. These actions could result in negative publicity for the school or expose 
it to significant legal liabilities. 
 

The school provides desktop computers, laptops and networked resources for staff and student use in teaching 
classrooms, offices and other resource areas.  IT equipment issued to staff remains the responsibility of that 
individual at all times – they must never be “loaned” to another individual (including family members).  
 

Internet, e-mail and School owned software are available on the basis that they provide relevant resources to 
assist users whilst they work and study. It is school policy to respect all computer software copyright and 
adhere to the terms and conditions of any licence to which Prince Henry’s is a party. The downloading and/or 
installation of unauthorised software is expressly forbidden. This includes software downloads from the 
Internet and from e-mail.  
 

Whilst our direct connection to the Internet and the availability of e-mail offers many potential benefits, it can 
also open the door to some significant risks to our data and systems if we do not take care. Security should be 
everyone’s first concern, and the provisions of this policy must be adhered to. Users can be held accountable 
for any breaches of security or confidentiality through e-mail or the Internet.  
 

Security 
Precautions are taken to ensure the integrity and confidentiality of information transmitted over the school’s 
e-mail and Internet services. Staff must not attempt to disable, defeat or circumvent security systems or 
devices. If a website has been filtered by the school, and there is a genuine reason to use that site for teaching 
and learning, a request should be made to the ICT support staff to have the site unblocked. If students are able 
to access a site which should be filtered, please report the address to the ICT support staff. 
 
An individual user account must be protected with a strong password. Due to sensitivity of the data which we 
keep on our systems, including email, it is imperative that staff take their part in keeping this data safe.  It is 
therefore expected that all staff will adhere to the following password policy. 
 
The account holder must adhere to the following: 
The password must be a minimum of 8 characters 

 The password must contain a combination of at least 3 of the following: 

o Uppercase letters 

o Lowercase letters 

o Numbers 

o Symbols 

 
In addition to this: 

 Always log out, or “lock” the screen when leaving your computer unattended 

 Don’t use work passwords for personal online accounts 

 Don't save passwords in web browsers 

 Never use your user name as a password 

 Never email your password or use it in an instant message 

 Use a different password for your network user area and SIMS 

 Avoid repeating characters or number sequences 

 
Try to create passwords that can be easily remembered. One way to do this is create a password based on a 
song title, affirmation, or other phrase. For example, the phrase might be: "This May Be One Way To 
Remember" and the password could be: "TmB1w2R!" or "Tmb1W>r~" or some other variation. 
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Any suspected breach of password security should be reported to the ICT support staff immediately. Password 
cracking or guessing may be performed on a periodic or random basis by the IT Support team.  If a password is 
guessed or cracked during these exercises, the user/owner will be required to change it. 
 
Staff must comply with the Data Protection Act at all times to ensure data is kept secure, this includes: 

 Sensitive data must never be copied to unauthorised locations/devices (eg USB Memory sticks, Home PCs, 

etc) 

 Sensitive data must be kept in your My Documents area on your laptop where the system will automatically 

encrypt the data. Do not save sensitive data outside of this area on the C drive of your laptop.   

 Data must be accurate, relevant and current 

 Master documents need to be secure and backed up – data should never be solely stored on an external 

device (eg a USB Memory stick) 

 When deleting sensitive data, ensure you also empty the Recycle Bin 

 Mobile devices (such as laptops, XDAs or external hard disk drives) are subject to the same security 

considerations as any other computer  

 Never leave your laptop or computer unattended in a vehicle as this would invalidate any insurance claim - 

this includes leaving equipment in the boot of the vehicle 

 All staff laptops must connect to the school's network at least once each fortnight to allow for software and 

anti-virus updates 

 Files containing personal data which are being transferred electronically, should be password protected, as 

stated in the schools Data Protection Policy 

 Your staff One-drive account (accessible through RM Unify) should be used in preference to external 

devices. 

 

Conduct and Responsibilities  
Use of Prince Henry’s e-mail or Internet facilities to commit acts such as misuse of school assets or resources, 
sexual harassment and misappropriation or theft of intellectual property are prohibited. Users should not 
attempt to send or obtain material which contravenes the law. This includes material which is racist, sexist, 
obscene, or promotes illegal behaviour. Online betting and gambling is also not allowed. 
 
Staff user accounts should not be used to display or transmit any kind of sexually explicit material whether still 
or moving images, words or anything else. Such material may not be stored, archived, displayed, recorded, 
edited or distributed on any school computer or staff laptop. The school uses independently supplied software 
to identify and block access to inappropriate or sexually explicit Internet sites. This can only ever give partial 
coverage and therefore the accessibility of a site is no guarantee of its approval. 
  
School Internet facilities should not be used to download entertainment software or games for personal usage, 
or to play games against opponents over the Internet. No member of staff may use school facilities knowingly 
to download or distribute pirated software or data, including music and videos.  
 

Any such contravention will be dealt with in accordance with the school’s disciplinary procedure.  
 

Computer Virus Precautions  
Computer viruses are easily transmitted via e-mail and Internet downloads. Any file that is uploaded or 
downloaded must be scanned for viruses before it is run or accessed. This will normally be done automatically 
through the school’s anti-virus procedures using memory resident and network virus checking software. These 
procedures and mechanisms must not be bypassed.  
 

Signatures  
Staff are advised to be cautious of inserting a copy of a signature into e-mails, as these can easily be copied for 
illegal purposes  
 

Confidentiality and Protecting the School’s Reputation 
Staff should respect the general requirement to maintain the confidentiality of information - see the Staff 
Handbook. There are also particular responsibilities under Data Protection legislation to maintain the 
confidentiality of personal data. Staff should be aware that e-mail communications can be produced in court 
and used in the same way as oral and written statements. 
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Staff must make every effort to ensure that the confidentiality of e-mail is appropriately maintained. Care 
should be taken with the addressing of e-mails in order to prevent accidental transmission to unintended 
recipients.  
 

Staff are reminded that user groups on the school email system should be used appropriately.  Staff should 
consider ‘who needs to know’ when constructing an email, and where possible, emails should only be 
addressed to staff for whom the information is needed.  This will reduce information overload for all staff. 
 

Staff are reminded that chat rooms and newsgroups are public forums where it is inappropriate and illegal to 
reveal confidential school information or data on students or staff.   
 
It is inappropriate for staff to communicate with students via personal email addresses and social networking 
sites.  Staff should not communicate through any personal social medium with any student, from Prince Henry’s 
High School, unless the students are family members. Staff should not be friends with any ex-student, who is 
not a family member, until they reach the age of 18.  School policy states that communication with students 
for professional reasons should be carried out via the VLE. 
 

The School recognises an employee’s right to a private life.  However, the School must also ensure its 
reputation and confidentiality are protected.  Therefore, an employee using any ICT away from school, 
including email and social networking sites should ensure that: 
 

 Social media accounts are set up as closed, rather than open groups 

 Staff must not identify themselves as working for the School, in a way which has, or may have, the effect 

of bringing the School into disrepute 

 Profile pictures are appropriate 

 They do not express a personal view as a School employee (in some cases making reference to the School) 

that the School would not want to be associated with 

 They notify Hanna Berry immediately if they consider that content posted via any information and 

communications technology, including emails or social networking sites conflicts with their role in the 

School 

 Take care not to allow interaction through information and communications technology, including emails or 

social networking sites to damage relationships with work colleagues in the School and in partner 

organisations, students or parents. 

 Not disclose data or information about the School, colleagues in the School and in partner organisations, 

students or parents that could breach the Data Protection Act 2018. 

 Not use the social media in or outside work to the detriment of the PHHS community. 

 Staff members must not edit open access online encyclopaedias such as Wikipedia in a personal capacity at 

work.  This is because the source of the correction will be recorded as the employer’s IP address and the 

intervention will, therefore, appear as if it comes from the employer itself.  

 Ensure that any social media accounts/web pages which are created in order to promote school-related 

activities, whether these are departmental or extra-curricular, have prior authorisation from Hanna Berry 

before being launched and that the content of such accounts/web pages is consistent at all times with the 

School’s branding and marketing standards, and in line with the School’s Social Media Policy. 
 

Junk Mail/ Spam  
There has been a huge increase in unsolicited mass e-mail or spam in recent years, offering anything from life 
changing products to cheap ink cartridges and pornography. The e-mail addresses that these messages are sent 
to are gathered from any source possible, and the best advice is to delete the message without reading it. Do 
not reply to it. Attempting to try and remove your address from their list will confirm the existence of your 
address. This is likely to result in a further increase of unwanted junk mail. 
 

Before giving your e-mail address to a third party, eg a website, consider carefully the possible consequences 
of that address being passed (probably sold on) to an unknown third party, and whether the benefits outweigh 
the potential problems.  
 

The Integrity of the Network System  
Staff users may not use the school’s Internet or e-mail facilities to disable, overload, defeat or circumvent any 
security measure or system intended to protect the privacy or security of another user. This includes disclosure 
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of passwords or downloading software which may be used to attempt to circumvent security or licensing 
procedures.  

 
Personal use  
The school provides facilities to be used for work-related purposes, but we do accept limited personal use. We 
expect staff to use their professional judgment to decide upon appropriate use of e-mail and Internet facilities 
during school time. Casual Internet browsing during lessons and in the presence of students is inappropriate 
and sets a poor example to students. 
 

Monitoring  
All users should be aware that e-mail usage and Internet access is monitored and recorded centrally. Our 
security and network management systems records each Internet page visited and tracks all e-mails sent and 
received. This data is rarely consulted but has proved to be useful when investigating misuse by a student.  
 

Where it is suspected that the e-mail or Internet facilities are being abused by a user, the school can 
investigate and provide evidence, including Internet logs and audit trails of access to systems. Access to 
another employee’s e-mail is strictly forbidden unless the employee has given their consent or there is strong 
evidence of misuse. This must be absolutely necessary and has to be carried out with regard to the rights and 
freedoms of the user.  
 

Failure to comply with the advice and guidance in this document may result in 
disciplinary action.  
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Appendix 5: Social Media Policy for Staff (July 2020) 

 

Heads of Departments are responsible for ensuring social media accounts are set up according to the following 
procedure:  

1. Departments must reflect the school brand: 

  Profile picture: School Badge  

  Header photo: School banner (this may be layered over another image) 

  Display Name:  Prince Henry’s ________  /  PHHS _______ 

  Theme colour:  Blue 

2. Ensure that any social media accounts/web pages which are created in order to promote school-related 
activities, whether these are departmental or extra-curricular, have prior authorisation from Hanna Berry 
before being launched and that the content of such accounts/web pages is consistent at all times with the 
School’s branding and marketing standards. 

 
3. There must be a strong pedagogical or business reason for creating official school sites to communicate 

with students or others.  Staff must not create sites for trivial reasons which could expose the school to 

unwelcome publicity or cause reputational damage. 

 
4. Prior to creating a site, careful consideration must be given to the purposes for using social media and 

whether the overall investment is likely to be worthwhile for achieving the proposed pedagogical outcome. 

 
5. Staff members must consider how much time and effort they are willing to commit to the proposed site.  

They should be aware that maintaining a site is not a one-off task, but involves a considerable time 

commitment.   

 
6. There must be a careful exit strategy and a clear plan from the outset about how long the site will last.  It 

must not be neglected, creating a potential risk to the school’s brand and image. 

 
7. Only engage with students in public forums; do not message them in any way which could be seen as 

private (e.g. direct message feature in Twitter); continue to use school email for this purpose.  

 
8. On all accounts bearing the school name as prefix students can follow you but you must not follow them.   

 
9. Official school sites must not be used to follow staff or parents private accounts.   

 
10. Check regularly to vet who is following you and block any unknown followers. Encourage your students to 

do the same.  

 
11. Do not name students in your posts, especially if photographs are included.   

 
12. Inform your classes not to message you privately. Should a student message you privately, inform your line 

manager and speak to the student together. Where the content of messages could be a cause for concern 

e.g. safeguarding issues, you must keep a copy and inform the CPO (currently Ben Freeman) immediately. 

Please do not discuss with anyone else.  

 
13. Not all social media is appropriate for all Year groups. Staff are responsible for finding out about age 

restrictions. Please make sure that you only direct your students to age appropriate media.  

 
14. The public in general, and the school community, reflect a diverse set of customs, values and points of 

view. Do not say anything contradictory or in conflict with the Prince Henry’s High School core values. Do 

not be afraid to be yourself, but do so respectfully. This includes not only the obvious (no ethnic slurs, 

offensive comments, defamatory comments, personal insults, obscenity and so on) but also proper 
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consideration of privacy and of topics that may be considered objectionable or inflammatory - such as 

politics and religion. 

 
15. Be aware that the content or site may attract media attention.  All media enquiries must be forwarded to 

Nuala Barker.  Staff members must not communicate with the media without the advice or approval of 

Nuala. 

 
16. Sites created for and contributed to by students must have the strongest privacy settings to prevent 

breaches of confidentiality.  Students and other participants in sites must not be able to be identified. 

 

 


