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1.  Who Does It Apply To? 

 

This policy applies to all staff. 

2.  Data 

 
2.1. The School (and therefore its employees) has a legal duty to comply with the 

requirements of the Data Protection Act. 
2.2. For the purposes of the Act, data is considered to be information held about an individual 

or legal entity in electronic format.  Recent changes to interpretation now mean that 
many paper records relating to individuals fall within the scope of the Act.  The School 
Governors require, as a matter of good practice, all paper based school records relating 
to individuals to be subject to the requirements of this policy. 

3.  Requirements of the Act 

 
3.1. The school acknowledges that data subjects have the right to see what information is 

held about them, subject to any exemptions as stated in the Freedom of Information Act 
(see separate policy) 

 
3.2. Anyone processing personal data will comply with the eight enforceable principles of 

good practice.  Data will be:- 

 Fairly and lawfully processed (ie not obtained dishonestly) 

 Processed for limited purposes (eg addresses for communication purposes;    
assessment details to monitor pupil progress etc) 

 Adequate, relevant and not excessive 

 Accurate 

 Not kept longer than necessary 

 Processed in accordance with the data subject’s rights 

 Secure 

 Not transferred to countries without adequate protection 
 

Personal data covers both facts and opinions about the individual.  It also includes 
information regarding the intentions of the data controller towards the individual. 

 
3.3. The Operations Manager will register annually setting out 

 What business it is engaged in 

 What the purpose of keeping the data is (Why) 

 What Data Subjects it will keep data on (Who) 

 What data it will keep (What) 

 Who will receive the data (To whom) 

 That it will protect the data from loss, undeclared disclosure and misuse 
 

3.4. Employees will familiarize themselves with the principles of enforcement and the detail 
of the registration.  Every employee will comply with its requirements.  Copies are 
available in the Staff room, Headteacher’s office and Operations Manager’s office. 

 
3.5. Under no circumstances should records be kept relating to individuals or groups of 

individuals not identified in the registration.  Under no circumstances should additional 
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items of information be kept about an individual that is not included in the registration.  
Under no circumstances should information be disclosed to any individual or 
organisation not specified to receive such data in the registration. 

 
3.6. Should a need to change the detail or scope of the registration be identified, the 

Operations Manager should be notified in writing, giving full details, with at least 28 days’ 
notice prior to intended collection or disclosure. 

4.  Keeping Data to a Minimum 

 
Every effort should be made to minimize the volume of data collected and processed.  This is 
a matter of good practice in terms of efficiency but it is also a legal requirement.  Data should 
only be collected and held that is essential to the School in order for it to carry out its lawful 
business. 

5.  Multiple Copies and Accuracy 

 
Multiple copies of data should be avoided other than for backup purposes.  It is a legal 
requirement that adequate measures are taken to ensure that data held is accurate and kept 
up to date.  Multiple copies act against this. 

6.  Protecting Data 

 
6.1. All computers and networks will be protected by password entry.  Password will be 

changed regularly. 
6.2. Staff will not divulge passwords to each other.  The only exception to this rule is when 

a senior member of staff might need to access important data urgently eg the Head 
accessing data held solely by his Personal Assistant.  In such cases, the permission 
of a member of the Senior Management Team will be sought.  

6.3. All data files identifying individuals and kept in electronic format will have 
supplementary password protection.  File passwords will only be disclosed to those 
who have a right to access the information in accordance with the register 

6.4. All files containing personal details about an individual or groups of individuals and 
transferred electronically (web/email) will have supplementary password protection 
which renders those files inaccessible under any reasonably foreseeable 
circumstances (full encryption is being considered for a later date). 

6.5. All data relating to individuals should be secured by means of locked room, cabinet, 
drawer or file.  Computer workstations and laptops should be turned off or locked (using 
Ctrl+Alt+Del then selecting Lock Workstation) if left unattended 

6.6. If staff have data or access to data, they are responsible for its security and protection 
from unauthorized access or use 

6.7. Staff using remote access tokens will keep these secure and separate from school 
laptops and computer workstations.  Staff accessing pupil data remotely will ensure 
this data is kept secure and not left unattended. 

7.  Retention of Records 

 
All records will be retained in accordance with the Information Management Toolkit for 
Schools, published by the Information and Records Management Society.  This document 
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specifies the period of retention required for each specific group type of record.  Copies are 
available in the Staff room, Headteacher’s office and Operations Manager’s office.  
 
For types of record recording not referred to by the IRMS document, specific means of 
handling will be discussed in Section 8. 

8.  Disposal of Records 

 
Records relating to individuals will be destroyed when they come to the end of their retention 
period (see 7 above).  Under no circumstances should they be placed in waste paper bins.  
Please contact the Site Manager to arrange for the safe destruction of paper based records. 
 
Specific cases 

 In the instance that the audio of a meeting is recorded by the Clerk for their reference 
during the creation of the minutes, the audio recording will be retained until such time as 
the minutes are agreed and signed. After the minutes are agreed, the recording will be 
destroyed. 

9.  Security  Breaches and Misuse 

 
All instances or suspected instances of security breach or misuse of records will be reported 
to the Operations Manager without delay. 

10. Notifying Parents and Pupils 

 
Each year we will send out a Privacy Notice to the parents of children who are new to the 
school.  The purpose of this notice is to inform parents and pupils about the information we 
hold and why we hold it. 
 
 

 

 


